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Introduction

Forensic Science - Applying scientific principles and
techniques whilst collecting, examining and
analysing evidence.

Results should be reliable, repeatable, verifiable.
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Introduction

Reliability — Can we trust the results?
Repeatability — Will the same test get the same result?

Verifiability — Can the results be checked?
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End State — What is it all for?
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End State

Live Intelligence e.g. tracking a missing
person
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End State
Evidential — Presentation in Court
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End State
*No Further Aion
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Video Laboratory Overview
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Video Laboratory Overview

Downloads and Data Recovery
*Court Compilation/Presentation
Enhancement

Comparison
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Video Laboratory Overview
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Video Laboratory Overview
* Court Compilation/Presentation

Restaurant
footage

Shop Chronological
footage - Compilation

Train
footage
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Video Laboratory Overview
Enhancement
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Video Laboratory Overview
Enhancement

.q

Blind Deconvolution

Frame Averaging
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Video Laboratory Overview

«Comparison
* Clothing

 Facial
* Objects
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Video Laboratory Overview
Overview

Source : Review/
Device SE Processing
Enhancement/ Extracted : Review/
Comparison Video “lEEEEeig Report
Multiple
Court i Court
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Diversity of source and format
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Diversity of Source and Format
*CCTV Systems O
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Network Video Recorder (NVR) '...’

Digital Video Recorder (DVR)
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Diversity of Source and Format
*Mobile Devices
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Diversity of Source and Format
Dashboard Cameras
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Diversity of Source and Format

I')) MediaArea.net/Medialnfo - E:\DataRec_Om.ssf -

*Diagnostic Tools

Essential!

* Medialnfo
FFProbe
*ExifTool

METROPOLITAN
POLICE

IX File

(3

Ig, View Options {73 Debug {# Help i Language
v - E\Datare NG (00 sst
v .General
.. complete name: E:\DataRec NG 000 st
.. Format AVC
.. Format/info: Advanced Video Codec
. File size: 3.65 GiB
L. FileExtension_Invalid: avc h264 264
v -Video
.. Format AVC
i.. Format/info: Advanced Video Codec
i Format profile: High@L2
. Format settings: CABAC / 1 Ref Frames
. Format settings, CABAC: Yes
- Format settings, RefFrames: 1 frame
Width: 352 pixels
Height: 288 pixels
.. Display aspect ratio: 1.222
- Color space: YUV
i~ Chroma subsampling: 4:2:0
.- Bit depth: 8 bits
Scan type: Progressive

O

X

https://mediaarea.net/Medialnfo
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Diversity of Source and Format
Legacy analogue formats
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Diversity of Source and Format

*Proprietary codecs
*Proprietary file systems
*Proprietary media containers
*Proprietary replay software
*Unpredictable data integrity
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Quantity Not Quality

A 2TB CCTV system may contain 28
days of video
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Quantity Not Quality

«28 days * 8 cameras = 5,376 hours!!!
*5,376 hours on 2TB = 400 kb/s video
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Quantity Not Quality
Compression at 400 kb/s for HD imagery
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Quantity Not Quality
Bitrate Battles

200 kb/s

4000 kb/s
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Quantity Not Quality
Resolutions

4K

3840x2160

5 M I ] ratio 16:9
2536:1920
ratio ~4:3

CIF (352*240) L

ratio 4:3

9 w1080p
— 192041080
* [HD) |

wiw/ 20p

1280x720

T04x576 TE& 996’(5%2[ ratio 1
W
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Quantity Not Quality

*Relevant data must be targeted
*Can’t keep everything

*Drive clones made by exception
*Quality of source varies greatly

» Constantly overwriting

. ).
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Acquisition
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Acquisition

Officers try at level 1

*VIIDO try at level 2

*Video Lab at level 3 — toughest 5%
*CCTV presents the biggest challenge

Hundreds of proprietary file-systems
Few dedicated extraction tools
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Acquisition

*No format standardization
*\Work on the live device
*Disable overwrite D s
*Native or wrapped?

USB (REAR) — NONE
SELECT waLcavera wEl mE nE n
. NORMAL il w wid w3

e|s it there?

¥.MOTION
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Acquisition

*Legacy hardware can require legacy
peripherals

*Hoard your old USB sticks! <2GB

By~ TR
BT o By,
R

g
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The Broken Ones

*Most content sent to the lab is inherently
hard to work with.

*Fixes can involve reverse engineering

and code generation. RADADEDBDAA
*No single solution. 1]o]1]e: lﬂll
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Acquisition
*Read media through a write-blocker

Gareth.Harbord@met.police.uk




Acquisition
H264 SPS/PPS
Use a hex reader

7f20f64b8_b8701adf1.264 I

Offset O 1 2 3 4 5 6 7 8 9 10 11 ANSI AS
00000000000 ©8 79 €1 76 66 OE 00 00 48 59 41 02 00 hyavf HYAVY
00000000016 D8 F2 43 14 D6 02 02 00 8D 06 F AB 74 17 @ocC O aD@«t
00000000032_80 00 76 48 81 00 € VH

0000000004 8| DONOOT00T0L67 64 00 28 AC E8 OE cl1l 26 40 00700 gd (-& As@
0000000006400 01 68 cE 3Cc 30 OO0 0001 65 88 82 00 7F C6 hi<o e, E

00000000080 BI CO CA VU ©3 TU 22 58 U0 U 30 °0 60 BF 57 3C QAE cpJ” 8R W<
00000000096 97 84 C6 89 BE BE 13 BD 4C 3D FC CD 91 95 57 7B  —,E%%% »L=0I"*W({

00000000112 85 1B B3 2F 59 86 6D 48 C7 71 20 17 BE F4 95 6C .. */YtmHCqg %6-1
NNNNNNNNT2Q A4 292 GF 2R RA Q7 2 ®a 84 I 746 G2 BT T4 W AN a"3.,0— 5 No™ 59
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Acquisition

Size? Camera?

*Collect Samples

00000, Ox ©8 79 61 76 56 FD 00J02 |00 D8 F2 43 14 D6 02
202D6, O0x 68 79 61 76 56 FO 00J02 |04 24 53 55 06 24 08
20AFA, 0Ox 68 79 1 7624 0800 00 48 59 41 56 FC 00)02 )08 DO F2 43 14 F7 17
222F1, O0x 68 79 el 76 |F7 1700 00 48 59 41 56 FC 01)J02 )08 DA F2 43 14 DS 12
235CA, 0Ox 68 79 61 7e]D9 1200 00 48 59 41 56 FC 00)02 08 DB F2 43 14 02 09
23ECC, 0Ox ©8 79 61 7602 0900 00 48 59 41 56 FO 00J02 04 25 53 55 0Ob 24 08
246F0, Ox 68 79 61 7624 0800 00 48 59 41 56 FC 01]J02 )08 DC F2 43 14 82 09
25072, 0x 68 79 el 7682 0900 00 48 59 41 56 FC 00J02)08 DD F2 43 14 84 08
258F6, 0Ox 68 79 61 7684 0800 00 48 59 41 56 FC 01)02 08 DE F2 43 14 495 08
2613F, 0Ox ©8 79 61 7649 0800 00 48 59 41 56 FO 00J02 04 26 53 55 06 24 08
26963, 0x 68 79 61 7624 08]J00 00 48 59 41 56 FC 00)02]08 DF F2 43 14 86 08
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Acquisition
|_ots of notes!

Marker (gdvrd160)

Start time of video (Epoch 32 bit LE)

Section marker &7 64 76 34 31 36 20| 00 00 00 00 gdvrdl60
(OxCAFECAFE) (CA FE C4i FEQOO 00 00 04)[52 F5 73 70| ERER  Res EStp
' T| o0 00 00 00 00 00 00 00 -
' 00 00 00 00 00 00 00 00 ) ) )
Number of 126 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 End time of video (Epoch 32 bit LE)
chunks? 144 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO
160 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

176 00 00 00 00 00 00 00 OO0 00 00 00 00 do o0 4o od

128 bit section containing startlend times of the video
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Acquisition

| 16560000_Camera_1 .mp4| stzed_sampledescription |
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moov>trak>mdia>minf>
sthl=stsd
Sample Description

Codec information
(e.g. mpeg-4 visual)

moov>trak>mdia>minf>
stbl=stsd=esds
Elementary stream
sample description

Of Fset n123455?/
Size of atom } BEaaeGad 00 00 00 BI|l73 74 73 64| leted
00000008 00 00 00 00 00 00 00 01
aoooooio o0 00 00 A9 Empd
00000018 00 00 00 00 00 00 00 01 \
00000020 00 00 00 00 00 00 00 00
00000028 00 00 00 00 00 00 00 00
[o1 e0fjo1 20]oo 48 oo o0 H
o0 48 00 o0 00 00 00 H
00 00 00 00 00 00
Width (16 bit BE) 00 00 00 00 00 00
00 00 00 0O 00 00
00000058 00 00 00 00 00 00 00 00
Height{16 bit BE} goooooen g0 00 00 18 FF FF 00 00L& T
00000068 | 00 43[65 73 64 73| 0 Cesds
00000070 00 00 03 80 80 80 32 00 iz
00000078 01 00 04 80 20 80 24 20 s
00000080 11 00 00 00 00 09 23 Ca $E
00000088 00 09 23 CA 05 80 80 &0 FE 111
00000090 12 00 00 01 00 00 00 01
00000038 20 00 85 40 19 28 58 21 | <Wepe—(ar—
00000040 20 A3 1F 06 80 80 80 01) & @11
00000048 | 02(00 00 00 10 70 61 73 pas

VOL header from
mpeg-4 visual bitstream




Acq u i S iti o n Max Bytesi/Second Pad to multiples

il Eranes AVIHeader Size (Bytes)

List size (bytes) Filesize ;
Microseconds/Frame | Flags DWORD |

Total Frames Suggested buffer size

Of t o a & 3 8 b ¢ 9 A B D E E4 Aa
0000 52 49 46 46|82 B1 F2 16 56 49 20/4C 49 53 RIFFIo. AVI :
. 000 0 V42 17 00 00|68 64 72 6 1 76 69 38 00 00 00] g  hdrlavihs. .. Stream List size
Width } 5 TRV
0000003 i _ T
Height UUDUUUJIK:—WE‘ 017 00000 00 00 00 T Number of streams
l 00000050 00 00 00 0000 00 00 00 4C 49 53 S4[F2 10 00 00)*™ .. .. .. LISTa. . .
00000060 73 74 72 6C 73 74 72 68 [38 00 00 00 73 strlstrh8.. vids
FourCC (Ascii) } 00000070 46 4D 50 34 00 00 00 00 00 00 00 00 OO 00 00 00 FMP4 " ... . .... Stream Header size
oonnogss < fT 00 00 00'04 00 00 00 00 00 00 000D E9 00 00| o .. ....... é..
00000090 00 00 18 GO FeFF FF FF 00 ... ¥y, ...
Scale } NNOGGGAT €O 02 20 01 73 74 72 66 ' Length (No of frames)
Rate ' 000000 C0_02 00 00]20 01 _00 00 8 e J
oc 00 0 00 ¥ s
o] 00 00 00 00 00 01 01 Y ~LAY Number ofbitmap bytes
Bitmap Width 000E0 FF 03 6 04 24 14 63 ) N
000000F0 04 00 00 00 00 00 00 00 Bl ... ... 8ddc. .
00000 00 00 00 00 O0 0O 00 0O OO0 00 OO 00 0O .. TR Stream Format Header size
110 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 ...... S ...

Bitmap size in bytes

Notes Bits per pixel (16 bit LE)

Bitmap Height 1) All numbers are in 32 bit LE unless stated

Planes (16 bit LE)

2) All sizes given start counting from the next byte position

3) Information in the stream header is more reliable than the avi header
4) 1/(Scale/lRate) = Frames Per Second

Ered A AR
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Acquisition
*Find the footage
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] ] ] 6ubii6‘void ProcessExport()
Acquisition -{
: int counter = @;

using (FileStream inFs = new FileStream(fileNames.InputData, FileMode.Open, FileAccess.Read))

{

\Write some code i i o i

{
string fileOut = Path.Combine(fileNames.OutputFolder, timeRange.GetFileName());
using (FileStream outFs = new FileStream(fileOut, FileMode.CreateNew, FileAccess.Write))

{
if (counter == timeRanges.Count-1)
{
‘ int bufferSize = (int)(inFs.Length - timeRange.InOffset);
inFs.Seek(timeRange.InOffset, SeekOrigin.Begin);
byte[] buffer = new byte[bufferSize];
inFs.Read(buffer, 0, buffersSize);
outFs.Write(buffer, o, bufferSize);
}
else
{
: int bufferSize = (int)(timeRanges[counter + 1].InOffset - timeRange.InOffset);
inFs.Seek(timeRange.InOffset, SeekOrigin.Begin);
7 \ N byte[] buffer = new byte[bufferSize];
I inFs.Read(buffer, 0, bufferSize);
: outFs.Write(buffer, a, bufferSize);
Pl
}
counter++;
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Ingest
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Screen Capture
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Screen Capture

*CCTV exports in proprietary containers.

*Legacy systems used more exotic codecs
e.g. ADV601, GEOX, SMAC-M...

 Difficult to transcode.

H
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(2 GeoUision DEVICES &F%
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Screen Capture

Proprietary Rendered Screen . Captured as

player on desktop Grabbed Raw RGB
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Screen Capture — Pros

*Simple process
Limited technical knowledge required

*Native player may display time and date
as an On Screen Display
(OSD) overlay
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Screen Capture — Cons

* Unavoidable colour space conversion
i.e. YUV420 -> RGB24

*Dropped frames/Scaling issues

*Endless executables

* Real-time capture

 Requires transcoding to
conform frame-rates/reduce
data size
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Transcoding

NEYERIE
e.q » FEMPEG » L‘ﬁggiss
CAM1 DAV

a:a—//ifi
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Transcoding - Pros

*Maintain colour space/less vulnerable to
clipping

Less likely to crop image edges

*Better with interlaced sources

Faster than real-time

*No executable H

!
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Transcoding - Cons

*Not all formats compatible

*OSD overlays cannot be captured
*Unpredictable behaviour

* Timing can be lost

:

ol |
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Rewrapping

|deal for enhancement
*Sometimes pre-transcode
 Trial and error involved

* Timecode repair

%% | METROPOLITAN
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Ingest

*Currently using 8-bit libx264 lossless as

intermediate format
*\/ideo conformed to 30fps
*Scaled to 1920*1080
*Mastering to DNX MOV
*Distributing as MP4 via fimpeg
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Presentation

*Court replay systems problematic
*\Wireless streaming degrades replay
*Presentation team educate officers
*In-house presentation software

%% | METROPOLITAN
W% poLicE
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Questions?
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Editing
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Editing

*May edit clips from CIF to 4K on same
timeline.

*Using a 1920*1080 timeline

*VVideo ordered chronologically

*Highlighting sometimes required

*Avoid adding titles

00:00:00:00

%% | METROPOLITAN
W% poLicE
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Editing

* Adjustment
* Light levels/Gamma
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Editing

* Adjustment
* Light levels/Gamma — Use a waveform monitor
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Editing

* Adjustment
* Noise Reduction

Original Maisy image Denaoised image
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Editing

* Adjustment
. Stabiliztion

Original - Stabilized

METROPOLITAN
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Editing

 Timeline mastered as DNX MOV then
produced as H.264 MP4

*Chapter markers useful

Menu systems all but abandoned

Gareth.Harbord@met.police.uk




Enhancement
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Enhancement
*Blind Deconvolution
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Enhancement

*Frame Averaging
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Enhancement
*Photogrammetry

Measuring heights

Vanishing point 40
\ Vanishing point
f

Camera height: 27|
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Enhancement

*Speed lysi e
o analysis ‘”—q_ :-‘

B2

Distance
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Questions?
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